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Public wi-fi in Australia research program

+ Provisioning rationales and deployment surge 
(2010+)

> Interviews, policy analysis, media analysis

> Fields sites in Victoria, South Australia, New South 
Wales, Tasmania

+ Consumer research

> auDA Foundation public wi-fi security consumer 
awareness survey (18+, online panel, 1200 resp.)

> Goulburn (face-to-face, tablet-based, 102 resp.)

Presenter
Presentation Notes
For the past few years I have been part of a team based at RMIT that is examining the rollout of public wi-fi networks in various locations around Australia. Our research has primarily been driven by an interest in the provisioning rationales that have underpinned a surge in investment by Local government, State government and some community organisations in public wi-fi networks over the past 5 or so years. This orientation has informed our extensive use of interview, policy and media analysis research methods. We’ve spent a lot of time talking to people involved in conceptualising, promoting and deploying networks, examining the documents associated with these networks and when appropriate the way in which they have been discussed in the media. But we’ve also conducted two research projects engaging with consumers.First, we conducted a panel survey using an online representative sample of 1200 respondents residing in all states and territories except Tasmania. The survey, which was sponsored by the auDA foundation, asked people about their online activities using wireless cellular networks and public wi-fi networks, their awareness of network security issues, and how this influenced their wireless activities. Second, we conducted a face-to-face tablet-based survey with people in the public wi-fi area in the Goulburn CBD over the weekend of the Australian Blues Festival.  We managed to complete 102 surveys over the weekend. Beyond the actual survey data, the Goulburn survey was a great ethnographic opportunity – we learnt a lot from the broad conversations we had with punters.Today, I’ll mainly be talking about the auDA survey – but I’ll make some reference to our work in Goulburn.



SECTION A: RMIT 

Firstly, some questions about Wi-Fi.

Mobile phone, tablet and mobile broadband plans offered by 
telecommunication companies (like Telstra, Optus and Vodafone) allow you 
to wirelessly access the internet using the 3G/4G mobile phone network.  

Wi-Fi is another wireless internet connection option commonly accessible 
in homes and sometimes in public settings.

In this section of the survey we refer to home Wi-Fi and public Wi-Fi.

Home Wi-Fi is defined as a Wi-Fi network only accessible in and around 
your home.

Public Wi-Fi is defined as any Wi-Fi network made available to 
the general public (either paid or free) by a business, 
government or community organisation. It does not include 
Wi-Fi made available at your workplace.

Defining public wi-fi
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Presentation Notes
A quick note on defining Public Wi-fi.This is important as we have seen some survey work destroyed in this area by poorly defining public wi-fi.While much of our other research has considered public wi-fi as a public good that engages political decision-making around resource allocation, rather than a private good provided in publicly attended spaces, for our consumer work we used an expanded definition based on this public accessibility.



Using wireless technologies

98%

Have wireless device

87%

Have home wi-fi

79%

Have mobile data

56%

Used public wi-fi Public wi-fi frequency 

% of 
18+ population
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Australians are well and truly wireless.Our panel survey suggests: The vast majority of adult Australians have access to some kind of wirelessly equipped device, be that a mobile phone, tablet, laptop or wi-fi enabled handheld game.They are wireless at home and in public with 4 in five having a mobile data account of some type linked to phone, dongle, laptop, tablet.And when in public, more than half of them have wirelessly connected in the past three months to a public wi-fi network. More than one in five people are using public wi-fi weekly or more often, while two in five use it at least monthly.We asked when people choose not to use when it is available – 19% of public wi-fi users always use it!



Who is using it?

+ Age is the major determinant

> Young people (Users, VF users)

> Under 18s (wi-fi only devices, 
Goulburn)

> Older people 

> Self funded retirees much 
greater than pensioners

+ NESB (66%)
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Public wi-fi use by age 
Overall: 56%
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When we looked at the set of demographic data collected during the panel survey, it was the age of respondents that was the major determinant of public wi-fi use.Young people (aged 18-24) were the heaviest users – 80% had used public wi-fi in prior 3 months, and 32% were using it weekly or more often.While we didn’t collect data on under 18s in the panel survey, nor could we directly survey under 18s in our Goulburn survey, we did learn in discussions with parents completing the survey in Goulburn that their children were regular uses of that network and other networks. In part this was because many devices owned by kids are only wi-fi enabled (tablets and games).  Many parents told us that the public wi-fi access kept their kids occupied while they shopped or ran other errands. We think there could be some more research done on this – much research on young peoples’ use of the internet starts from the point in which they are online and doesn’t deal with how they got there! Older people were less likely to use public wi-fi. Interestingly, when we drilled into this data we found that while pensioners were significantly less likely to be users (29%), around half of all self funded retirees were users (not substantially below the population average of 56%). We are interested in this subset of users – too small sample to explore further in our data, but like to do more work on this with regards to grey nomads. Particularly around high-risk online behaviour over wifi.One final group that showed up as heavy users were those from non-English speaking backgrounds. Not only were 66% of this group users , but 31% were heavy users.



Where do they use it?
Cafe / Restaurant / Fast food outlet / Bar 56%
Shopping centre 52%
Hotel / motel 47%
Airport 40%
Public space (e.g. park or city square) 30%
Retail store 29%
Free Telstra Wi-Fi 28%
Public Library 22%
Public transport 21%
Other service business 14%
Sports ground 12%
Somewhere else 5%

% of 
Public wi-fi users 
(last 3 months)

Rapid takeup?

Mature market
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Presentation Notes
As expected it is cafés where more than half of users accessed public wi-fi in the previous 3 months. Long established market – differentiation to expectationThe extensive access at shopping centres is interesting. There has been a rapid uptake, relatively new – shopping malls, also individual retailers (some work on tracking customers).



Where do they use it?
Cafe / Restaurant / Fast food outlet / Bar 56%
Shopping centre 52%
Hotel / motel 47%
Airport 40%
Public space (e.g. park or city square) 30%
Retail store 29%
Free Telstra Wi-Fi 28%
Public Library 22%
Public transport 21%
Other service business 14%
Sports ground 12%
Somewhere else 5%

Public Provision

% of 
Public wi-fi users 
(last 3 months)
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Public provision common. Really interesting that public space use is more common than library use.



Where do they use it?
Cafe / Restaurant / Fast food outlet / Bar 56%
Shopping centre 52%
Hotel / motel 47%
Airport 40%
Public space (e.g. park or city square) 30%
Retail store 29%
Free Telstra Wi-Fi 28%
Public Library 22%
Public transport 21%
Other service business 14%
Sports ground 12%
Somewhere else 5%

Telco offering

% of 
Public wi-fi users 
(last 3 months)
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Telco offering – Teltra Air – new when survey was conducted and free at that time. Interesting to see how this changes the market.Somewhere else was interesting – mainly caravan parks – part of grey nomad, general traveller.  This borne out in our Goulburn Survey, with lots of people in town for the blues festival using the caravan park wifi.



How do they use it?

General internet browsing 77%
Social networking 57%
Sending or receiving personal emails 51%
Chat or instant messaging 43%
Internet banking 22%
Using work services (e.g. work email) 22%
Downloading or uploading documents 19%
Streaming audio / video 14%
Downloading or uploading audio or video files 13%
Paying for goods or services using a credit card 12%
Skype/FaceTime/Other VOIP 11%
Paying for goods or services using Paypal 10%
Other 5%

% of 
Public wi-fi users 
(last 3 months)
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So, what do people do on public wi-fi? General browsing conducted by ¾ of users.Social networking and email also popular with 50% plus.



How do they use it?
Public wi-fi Cellular

General internet browsing 77% 84%
Social networking 57% 70%
Sending or receiving personal emails 51% 77%
Chat or instant messaging 43% 65%
Internet banking 22% 67%
Using work services (e.g. work email) 22% 37%
Downloading or uploading documents 19% 52%
Streaming audio / video 14% 32%
Downloading or uploading audio or video files 13% 37%
Paying for goods or services using a credit card 12% 47%
Skype/FaceTime/Other VOIP 11% 29%
Paying for goods or services using Paypal 10% 44%
Other 5% 2%

% of 
Public wi-fi users 

% of mobile data 
customers
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Looked at wi-fi in comparison to cell use we see that it is only browsing that is popular across both. Essentially, mobile data users tend to do a broader array of things online, whereas those that use public wi-fi could only recall specific activities). Ie more likely to be ‘going online’ to complete a more limited set of tasks, or simply thinking that because they are ‘’always on’’ mobile data they must have at some point completed almost all items in the activity list. 



How do they use it?
Pref wi-fi Pref cell No Pref

Streaming audio / video 44% 24% 32%
General internet browsing 40% 27% 33%
Downloading or uploading audio or video files 40% 31% 29%
Skype/FaceTime/Other VOIP 35% 32% 33%
Social networking 33% 34% 33%
Downloading or uploading documents 29% 42% 30%
Chat or instant messaging (e.g. Texting, Snapchat) 29% 38% 33%
Using work services (e.g. work email / file sharing) 23% 45% 32%
Sending or receiving personal emails 23% 48% 29%
Paying for goods or services using Paypal 11% 66% 22%
Paying for goods or services using a credit card 11% 69% 20%
Internet banking 10% 72% 18%

% of 
users who would 

do this activity
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We asked people if they had a choice of infrastructures which they would use to do certain tasks. We took out those that would not do the task at all.What we found, perhaps not surprisingly, was that people would prefer to use wi-fi for heavy data load tasks such as streaming or downloading video. From a security perspective it was somewhat heartening to see that most people preferred to use cellular connections for financial transactions. That said, 1 in 3 people who do these things online ether had little idea that the risk exposure was higher on wi-fi or felt that somehow constrained to using wifi.



Public wi-fi: an integrated part of the
communications landscape?
+ Public wi-fi rarely the only 

choice for local residents

> Usage is largely opportunistic; but 
specific online behaviour likely 
impacted

+ Reasons for not using

> Access not required (39%)

> Security concerns (23%)

> QOS (17%)

67%

14%

19%

Public wi-fi choices

Always use public wi-fi 
when available

Can’t recall not choosing
public wi-fi

Sometimes 
choose not to 
use public wi-fi
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Network access not required 39% Security concerns 23%Speed/Quality of service 17%Preferred to use mobile data 12%Login requirements 10%Usage restrictions



Risks
Very insecure

A little 
insecure

Not sure

Fairly secure

Very secure

Perceptions of public wi-fi security

Use without care…

Awareness Use
Virtual Private Network 32% 11%
HTTPS 24% 13%
SSL 18% 8%
DNS Proxy 14% 7%

Firewall 47% 24%
Anti virus 39% 24%

% of 
Public wi-fi users 
(last 3 months)



Where are they using it?

(18% without 
security measures)

26%

Financial transactions

(14% without 
security measures)

22%

Work Activities

% of 
Public wi-fi users 
(last 3 months)



Governing public wi-fi in the public interest

+ T&Cs: Security and contractual terms

+ Analysis of 26 Australian public wi-fi T&Cs
> Readability and accessibility issues

> 18/26 Security risks borne by the consumer, 
BUT generally buried after provider protections.

+ Alternatives? 
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Access to public wi-fi in Australia and elsewhere is almost universally governed by a contract between the provider and the user that takes the form of non-negotiable terms and conditions (sometimes called terms of access, conditions or access, or similar) to which the user agrees electronically (generally by ‘clicking’ an ‘agree’ button). These click-wrap contracts are generally displayed, or accessible through, the network’s ‘splash’ or first web page.As part of our auDA Foundation study we analysed a convenience sample of 26 Australian public wi-fi networks T&Cs provided by commercial, government and community institutions, to assess whether and how the contracts disclosed network security status and promoted informed use. We also compared this selection with a selection of nine T&Cs used by public wi-fi providers in the USA and UK. The analysis highlighted two issues:1) Great variability in length, readability and accessibility – some ran to more than 6000 words and were so complex you would need formal legal training to comprehend.2) While 18 of 26 Australian T&Cs clearly advise users that communications on public wi-fi networks may be insecure, most network providers prioritise their risk and liability issues over consumer advice. This raises questions about the extent to which users are effectively and fully informed of security risks. 
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